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m Yiannis Pavlosoglou, Seleucus Ltd, London
m OWASP Industry Committee

B Author of JBroFuzz

m PhD, CISSP, ...

Disclaimer: This presentation has nothing to do with
selenium as a substance, nor its benefits

(got a couple strange emails lately)

Instead, we are discussing Selenium IDE and the security
testing of software, namely web applications
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m [Web Application] Flows are hard to define and track in
modern applications that use frames and AJAX (1]

Basic Authentication * How do we best identify such

an issue?
(check your job description)

* How do we best automate the
identification of such

an issue?
(perhaps check these slides)
Change Password ©




Stateful Fuzzing

m Newly issued cookies
m Cookies / AJAX
m ViewState

m Stateless tool examples:
» SgINinja
» JBroFuzz
4

m Stateful tools ability:

» Recording of user login
» Chaining of user actions

Stateless: Tools that do not
orchestrate state transversal in

Q0O _ g - e
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Web
Application
Fuzzing

Stateful

Fuzzing
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Selenium IDE

& -c 2 (& htpu/seleniumhgorg/projects/ide/ - - selensum ide rle
& Selenium IDE | = =
[ ]
o7 : P —
- §'4 SeleniumHQ
Tt LOTENE Download Documentation  Support  About
Note: To use the OpenQA farums, bug tracker, and wiki you need an OpenQA account
News
t t t. June 3, 2008 "
C C Ij C une 3,
} A e p a e eS I I I g Selenium IDE 1.0 Beta 2 is available - download now \/
Selenium IDE is an integrated = ok
development environment for Selenium @ setenium 0 = X) e
tests. It is implemented as a Firefox Fle E® Optiors teb

extension, and allows you to record, Base LRL | Ftpjwww.googe.comf

- [
edit, and debug tests. Selenium IDE Seleni ite of tool:
inclides the entre Seienium Core, ©mn Owsk Osw b ¥ O/ 5 sutomate web spp testing
allowing you to easily and quickly record | Eatar | source across many platforms.

and play back tests in the actual

environment that they will run, Command Targe vave Selenium..
Selenium IDE is not only recording tool: open )
itis a complete IDE. You can choose | type a selarium I0E rockst * runs in many browsers

to use its recording capability, or you E— bnG and gperating systems
« can be controbied by

.
may edit your scripts by hand. With Adandwat kemArkony Marcan... piribetadidiond
autocomplete support and the ability t0 || aandwat Wi Bcomngrts At
mave commands around quickly, e AT IS Snd imaiing
Selenium IDE is the ideal environment for T — = I

creating Selenium tests no matter what
style of tests you prefer.

Features: Command | sssertTextPrasent
Targst | Ltk record playbock s 8 wanderfu thing

« Easy record and playback

Ve
« Intelligent field selection will use
LB ] IDs, names, or XPath as needed Look|ng
« Autocomplete for all common Log Console Info v] [ ces
Selenium commands to
- - = <01_introducing_seh <) - clenum ide
[ . "

» Penetration testing? T et
(in certain situations

web application test automation

Selenium-IDE
DE is the [ for building Selenium test cases. It
operates as a Firefox add-on and provides an easy-to-use interface for developing and running
individual test cases or entire test suites. Selenilum-IDE has a recording feature, which will keep
account of user actions as they are performed and store them as a reusable script to play back.
It also has a context menu (nght-cick) Integrated with the Firefox browser, which allows the user
to pick from a kst of assertions and verifications for the selected location. Selenium-IDE aiso

n offers full editing of test cases for more precision and control.
Although Selenium-IDE Is a Firefox only add-on, tests created in It can also be run against other
n browsers by using Selenium-RC and specifying the name of the test suite on the command line.

Selenium-RC (Remote Control)
Selenium-RC allows the test automation developer to use a programming language for maximum
flexibility and extensibility in developing test logic. For instance, If the application under test

-
returns a result set, and If the automated test program needs to run tests on each element in
the result set, the programming language's iteration Support can be used to iterate through the

result set, calling Selenium commands to run tests on each item.

Selenium-RC provides an API (Application Programming Interface) and library for each of its
supported languages: HTML, Java, C#, Perl, PHP, Python, and Ruby. This ability to use

-
Selenium-RC with a high-level programming language to develop test cases also allows the
e e’ ’/l ’ ’ ’ ’— e’ ’ ’0 e testing to be Integrated with a project’s build environment.

Selenium-Grid
Selenium-Grid allows the Selenium-RC solution to scale for large test suites or test suites that

must be run in multiple environments. With Selenium-Grid multiple instances of Selenium-RC are
0’ ’ ’ 0 running on various operating System and browser configurations, each of these when launching

register with a hub. When tests are sent to the hub they are then redirected to an available

Selenium-RC, which will launch the browser and run the test. This allows for running tests in

parallel, with the entire test suite theoretically taking only as long to run as the longest individual
test.

» Selenium Grid ,
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m Plug-in for a number of Ll
supported browsers N = §
» O/S Independent Toble | sowe |
Comman d | Target | value |
B Records a test case,
while user is browsing
» User clicks, inputs, radio
button selections, etc. Cormerd | .
i =
W Tests the case for one —— —
or more condition
» e.g. does this text exist?
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Selenium IDE

Supported Browsers

Browser |Selenium-IDE Selenium-RC Operating
Systems

Firefox 3/|1.0 Beta-1 & 1.0 Beta-2: Record Start browser, run |Windows,
and playback tests tests Linux, Mac

Firefox 2 |1.0 Beta-1: Record and playback Start browser, run |Windows,
tests tests Linux, Mac

IE 8 Under Windows

development

IE 7 Test execution only via Start browser, run |Windows
Selenium-RC* tests

Safari 3 |Test execution only via Start browser, run |Mac
Selenium-RC tests

Safari 2 [Test execution only via Start browser, run |Mac
Selenium-RC tests

Opera 9 |[Test execution only via Start browser, run |Windows,
Selenium-RC tests Linux, Mac

Opera 8 (Test execution only via Start browser, run |Windows,
Selenium-RC tests Linux, Mac

Google [Test execution only via Selenium- |Start browser, run |Windows

Chrome |RC(Windows) tests

Others |[Test execution only via Partial support As applicable
Selenium-RC possible**

* Tests developed on Firefox via Selenium-IDE can be executed on any other
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m Operating System of your choice
» Confirmed operations in: Solaris 10, Windows 7, Fedora 11, Ubuntu 9.10

m Proxy Tool of your choice
» WebScarab, OWASP Proxy

m Language of your choice
» Perl, v5.10.0 built for MSWin32-x86-multi-thread

m Selenium IDE
»  Firefox plug-in Selenium IDE 1.0 Beta 2 (June 3, 2008)

m Mozilla Firefox
» 3.5.7

m Tests herein, performed on: WebGoat 5.3 RC1
» I know! But recordings from penetration tests performed, are not really an option
» Unlike a screenshot, with Selenium IDE, you can't just obfuscate the URL!
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m Assessing Selenium IDE for Web Application
Penetration Testing Requirements

m Benchmark 1. Can I leave it testing overnight?

m Benchmark 2: Can I know all the payloads that
passed / failed a particular input field?
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Demo 1 Video: Login Brute Force
http://www.youtube.com/watch?v=3 LhYkzzN08
Demo 2 Video: SQL Injection
http://www.youtube.com/watch?v=6m0bg5hF 6w

As you're here, we'll do the demos live ($% £/ &*!) ...



-
00000 scen -un
g

{J\A@ uml.org.cn

Selenium IDE: Benchmark 1

m Given a login prompt:
» Not necessarily a first landing page
» A valid user account
» No lockout present

m Perform a brute-force attack
» Long list of passwords

B Objective: Quickly assess successful / failed
logins
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Selenium IDE: Benchmark 2

m Given an input field:

» A page that you have to browse to
» Check for all SQL injection payloads

B Objective: Quickly assess which SQL injection
payloads succeed

(don’t just report back a SQL injection vulnerability)

(We want to know all filter evasion characters

& successful payloads)
©
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Building Test Cases: Workflow Pi ;ﬁ%;@
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Record Basic Test Case

m Using your browser & Selenium IDE
» Record your actions

m Select input field to automate testing

» Specify a unique value
» Could be: parameter, form field, GET/POST, etc.
» Could not be: Referrer, Header, etc.”

[*] You could use Selenium-RC for implementing advanced
features, outside standard browser operations
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B Something must be present within the
page/response that:

» Distinguishes a successful attack from an
unsuccessful one

» Is unique

m Can be tough!

» Not really a technique for starters in the field:
= Know your payloads
= know your platforms
= Know your responses

» Know if this technique can be used for the attack in
guestion




Decide on Payloads to Test

E". 00-payloads.sql-inj.txt -
File Edit

Farmat Wiew He

"or 1=1l; --

- T

and 1=07 union al
Yoor 1=1 --
=' and userid dis NU
x' and email s MNUL
anything' or 'x'='=x
"and 1=({select co
and members. ema’
"or full_name 11k
3 or 1=1; --
[ ExXec master..xp

x
-
x
2

E". 00-payloads.common-pwd.txt

File Edit Format

Wiew  Help

william
wi11iamsburg
willie
wilma
winston
wisconsin
wizard
wombat
woochwd nd
wior o
wor k
wormwoodd
oming
=fer
xtocem
WYE
WY Z Y
WaACD
yan?
wellowstone
wiolanda
wosemite
zap
Zimmerman
Zmodem

E". 00-payloads.xss-101.txt - Notepad

File Edit Format Miew Help

't.-'@ WP - BI1E

uml.org.cn

=10 %]

<img src="x onrerror=s " ;; alert{l) ° A=

</ a sty1e=””xx:exqr}““}essiun(ducument.appendchi1d
(document. createE lement

Clscript' 20 sre="http: /AR k inA1. §5" 0"

style=color: expressionfalert{0));" a="
whscriptiExecute(MsgBox(chr (88)&chr (83 0&chr (830700«
width: expression

CCwindow. r==document. cookiel?' ' talert

(r=document. cookiel)

<! ——[if gte IE 4]»><SCRIPT=alert('=xS5']); </ SCRIPT><!
[endif]--=

<DIV STYLE="width: expressionf{alert{'=55'30;">

<IMG SRC=”jau&#xDA;ascript:a1ert('x55');”>

<IMG SRC="Javascript:alert{'=ss'J; ">
<FRAMESET»<FRAME SRC="jawvascript:alert

('S5 0 "< /FRAMESET »

<IMG SRC="Jawvascript:alert("RSnake says### 'X35'") >
<IMz SRC="Javascript:alert( ' =ss"'2"

< IMG

SRC =Gt 0 ada e 0] & 7 OGN 0L Gt 7 3 S 03 Gt 7 2 St B D8 7 O w7
A Ea o 3 DSt w0 St QT S B T & w7 2 St P St 2 HERE S T S S B S 5 S St
KOS EE N Va2 D

<IM3 SRC=Jawvascript:alert(&guot;xss&quot; I

<IFRAME SRC=”javascri€t:a1ert('x55');”}{XIFRAME}
<IMG SRC=javascript:alert{string. fromCharcode
(SEAE#ERI#AEREE3
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m For each of the test cases
» Generate a single suite

B Group together all the test cases
» Into one entity

m Allows you to obtain success / fail results
» Batch process all test cases
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Scripting Test Cases

B To run oxygen.pl, make sure you have the
following files:
» 00-challenge-login.xml
» 00-nitro.pl
» 00-oxygen.pl
» 00-payloads.txt
®m Run nitro.pl, only having executed oxygen.pl
successfully, it should generate a file:
» 000-test-case-suite.xml

Another demo ($%£"&*!) ...



Example 1: HTTP Form-field Brut

m Basic Test Case
» Test Case
» List of Passwords
» Test Case Suite

m Many other, simpler,
ways to perform a
brute-force attack

't.-'@ WP - BI1E
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LLENGE! - Mozilla Firefox E
iew History Bookmarks Tools Help

C X &

[ http://localhost:8080/WebGoat/attack?Screen=14&mer 77 - *8- Google

:ed # Getting Started || Design Strategies to Pr... || Meteksan Portal # Information Guides

ALLENGE!

JWASP WebGoat V5.2 L Lesson Plz

tion

“ontrol Flaws
curity

cation Flaws
verflows
ality

ncy

te Scripting

‘ Service
- Error Handling
| Flaws

cation
Configuration
Storage

er Tampering

Management

vices
Inctions

2
LEMGE!

Solution VideosYour mission is to break the authentication Restart th
scheme, steal all the credit cards from the

database, and then deface the website. You will have to use many of

technigues you have learned in the other lessons. The main webpage t

for this site is 'webgoat_challenge_guest.jsp’

* Invalid login

Sign In
Please sign in to your account. See the OWASP admin if you d
have an account.

*Required Fields

*¥User Name:

*Password:

OWASP Foundation | Project WebGoat | Report Bug

I

Next 4 Previous & Highlight all [] Match case

Fiddle



m Basic Test Case
» Open the URL
» Type ‘username’
» Type ‘password’
» Wait...

» Verify the text:
" Invalid login”

Q@O0 _ winR -%E

[
HTTP Form-field Brute-forcing (1;%;;. /DB

E=R(EOR X

nium IDE
f -
B @ @
Table | Spurce
Command Target Value
open /WebGoat/at... -
type Username admin
type Password there-com... | =
click SUBMIT
waitForElement... lessonContent |
verifyTextPresent * Invalid login il
Command -
Target - Find
Value
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HTTP Form-field Brute-forcing (2;%;;’ it

W Basic Test Case ium IDE =3 EoE ™5
» Open the URL s -
» Type ‘username’ L ®

Table | Source

\ ’
> Type password Command Target Value
) Wa|t open /WebGoat/at... -
Sy type Username admin
I . type Password there-com... | =
> V?I‘IW the. text._ / ype pasenor 3
* .[nl/a//d /Og/n waitForElement... lessonContent 4
verifyTextPresent * Invalid login il
Command -
m Success if "Invalid Target - | Find

fogin” is obtained... Value
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Lessons Learned

m Timing is Everything
» Number of hops / Load-balancing
» Trace route information
» Delays in the response

In the same way that you (shou/d) check for
max_rtt_timeouts in nmap

Check for all the above during stateful fuzzing
sessions with Selenium IDE
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Stateful Vulnerability Format

m Before Selenium, I could give you only a
stateless vulnerability in the format of
Jjbrofuzz files

“Here is the file, open it, run it, graph the result,
see the vulnerability.”

m Now, I can just give you a single Selenium IDE
xml file with the test case file that is causing all
the damage!
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B Heavy XSRF Protections Present
B CAPTCHA Present

m Threading: Non sequential order fuzzing

B Testing of Headers

» Referrer Type Fields
» HTTP Splitting

m Read: "7o Automate or Not to Automate? That is
the Question!12]
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Conclusions

m It looks very good

B Saves a lot of testing time

m Should be calibrated correctly
m Does not replace human testing

m You should have an understanding of:

» What it takes to script up a Selenium Test Case
(stateful penetration testing cases)

» How to use Oxygen and Nitro with Selenium IDE
(simple Perl scripting, try it in your language!)

» When not to consider using Selenium in Security
(when there is more than input validation && state involved)
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Questions?

Dr Yiannis Pavilosoglou
Project Leader / Industry
Committee
Seleucus Ltd
yiannis@owasp.org
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1.0 Create a test case: 00-challenge-login.xml

1.1 Within the test case, record the field, parameter, value that you would like to fuzz as:
sel-oxygen-nitro

1.2 After the response is received, right-click within your browser on something unique
(can be tough) and select "Verify Text Present"

1.3 In Selenium IDE, select "Save Test Case"

1.4 Select as name: 00-challenge-login.xmi

1.5 Save in a dedicated, clean folder for each test case, e.g. 02-sgl-injection
2.0 Folder setup: 02-sql-injection

2.1 Create a 00-payloads.txt file, put inside, one payload per line, each SQL injection
payload you would like to test for
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2.2 Copy oxygen.pl to the directory, run it by: perl oxygen.pl

2.3 A number of test cases will be generated e.qg.

3.0 Bring in Nitro!

3.1 Copy nitro.pl to the directory, run it by: perl nitro.pl

3.2 This will generate the output test case suite in selenium

4.0 Load and run in Selenium IDE

4.1 In Selenium IDE: File -> Open Test Suite: main-test-suite.xml
4.2 Set speed to slow (you can always speed it up during testing)

4.3 Run!

uml.org.cn



Simple Source Code: oxygen.pl

#!/usr/local/bin/perl
#

# Program to take a single test case from selenium
and substitute the

# input value marked as 'sel-oxygen-nitro' to a list
of potential

# payloads read from file.

#

$initial_test_case = "00-challenge-login.xml";
$location_to_fuzz = "sel-oxygen-nitro";
$payloads_file = "00-payloads.txt";

# Read file the initial selenium test case file

#

openéINFO_, $initial_test_case) || die "Couldn't read
rom file: $!\n";

@lines = <INFO>;

close(INFO);

# for later -v .. print @lines;

# Loop through the password files given as a
starting brute force

#

B

Q@0 Q KHR - EiE
AAA
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open(FILEPWD, "<$payloads_file") || die "Could not

ind payloads file: $1\n";

$count = 1;
while (<FILEPWD>) {

}

chomp;

$pwd = $_;

Prlnt "Countis: " . $count . " pwd is: " . $pwd .
# for -v later.. print $pwd . "\n";

open(FILEWRITE, "> " . $count .
$initial_test_case);

# Loop through the lines of the initial test case
# generating one file, per password
foreach $line(@lines){

$new_line = $line;

$new_line =~
s/$location_to_fuzz/$pwd/g;

print FILEWRITE $new_line ;
# -v -v later print $new_line;
by
close FILEWRITE;
$count++;

close FILEPWD;



Simple Source Code: nitro.pl i

#!1/usr/local/bin/perl

#

# Program to generate the output test suite in selenium
# given the original test case and the payloads file

#

# Some notes:

# You need to have executed oxygen.pl before running this
#

# The payloads file must have the same length as when
# running oxygen.pl

#

$initial_test_case = '00-challenge-login.xml';
$payloads_file = '00-payloads.txt’;

open(FILEWRITE, "> 000-main-test-suite.xml");

print EI\L!;VV\RITE "<?xml version=\"1.0\" encoding=\"UTF-
ll. > I,]ll;

print FILEWRITE "<!DOCTYPE html PUBLIC \"-//W3C//DTD
XHTML 1.0 Strict//EN\"
\"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-
strict.dtd\">\n";

print FILEWRITE "<html
mens=\"http://www.w3.orq/ 1999/xhtml\"
xml:lang=\"en\" lang=\"en\">\n";

print FILEWRITE "<head>\n";

print FILEWRITE " <meta content=\"text/html; charset=UTF-
8\" http-equiv=\"content-type\" />\n";

90009, xew -xm
AN
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print FILEWRITE " <title>Test Suite</title>\n";
print FILEWRITE "</head>\n";
print FILEWRITE "<body>\n";

print FILEWRITE "<table id=\"suiteTable\"
cellpadding=\"1\" cellspacing=\"1\"
border=\"1\" class=\"selenium\"><tbody>\n";

print FILEWRITE "<tr><td><b>Test
Suite</b></td></tr>\n";

open(FILEPWD, "<$payloads_file") || die "Could not
ind payloads file: $'\n";

$count = 1;

while (<FILEPWD>) {

print FILEWRITE "<tr><td><a href=\"" .
$count . $initial_test_case . "\">" . $count .
$initial_test_case . "</a></td></tr>\n";

$count++;

}

print FILEWRITE "</tbody></table>\n";
print FILEWRITE "</body>\n";
print FILEWRITE "</html>\n";

close(FILEWRITE);





